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RESULTS

Can you think through the boredom?
An Examination of Executive Functioning in Cyber Defense Vigilance Tasks 
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The purpose of this study is to examine the 
relationship between performance in a cyber 
defense vigilance task and the predictive tests used 
by employers to select personnel for vigilance-
intensive careers

• “Big 5”Personality Inventory (Clarke & 
Robertson, 2011)

• 3 Miyake Tests of Executive Reasoning 
Performance (Miyake, et al., 2000)

Vigilance- the ability to sustain attention throughout an 
extended period of time 

Many individuals who maintain the safety and security of 
society work in careers which are vigilance-intensive  

• Air traffic control operators
• Marksmen
• Cyber defense personal 

Performing well in these careers is almost impossible 
because the tasks are too mundane, repetitive, and 
temporally demanding

To reduce (but not eliminate) task error, there are 4 tests 
the United States Air Force uses to select cyber defense 
personnel

• 3 Miyake Tests of Executive Reasoning Performance

• The “Big 5” Personality Inventory 

InhibitionUpdatingShifting

Not depending only 
on what was 

successful in the past 

Constantly refreshing 
information in the mind

Preventing inaccurate, 
reactionary responses

For each participant (N=54), the 40-minute task was divided into 
quarters for analysis. Performance was measured for both the 
graphical and IP address tasks for each quarter as well as the 
training session, both in terms of correct detections and false 
alarms. A bivariate correlation was conducted on the results. 

There are significant correlations between…
• Agreeableness & false alarms during training (r(52) = -.29, 

p < .05)
• Shifting & IP address detections for the 1st quarter (r(52) = 

.28, p < .05)
• Shifting & IP address detections for the 2nd quarter (r(52) 

= .27, p < .05)
• Shifting & false alarms on the graphical task for the 3rd

quarter (r(52) = -.28, p < .05)

The Miyake tests and the “Big 5” are applied as predictive 
measures. However, they are not (as a whole) predictive 
in this situation. 

• People do not generally perform well in cyber 
defense vigilance tasks

• These tests may not be the correct predictive tools 

Competent workers may not be hired 
Cyber networks may not be properly monitored 

Tests can be used as tools to blame cyber defense 
personnel, rather than reexamine the nature of the task
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1) The participant was first informed that he or she is a cyber defense operator monitoring a network for 
attacks 

2) Calibration to face LAB 5 eye tracking equipment
3) Demographics questionnaire 
4) 20-minute training session
5) 40-minute vigilance task

1st component: IP addresses
Participants pressed a key on a keyboard each time a duplicate IP address appeared on the screen

2nd component: graph 
Participants pressed a key on a keyboard each time 3 or more dots appeared above a line on a 
network activity graph 

Both components were completed simultaneously 
4) 3 Miyake tests & “Big 5” personality inventory

Conditions 
• Event rate 
• Signal Rate 

The 40-minute experiment is divided into 4 10-minute increments for analysis 


